Nuclear Races Privacy Policy (March 2019)
We are Nuclear Races Ltd. We respect your privacy and are committed to protecting your personal
data. This policy sets out the basis on which any personal data we collect will be processed by us.
Personal data, or personal information, means any information about an individual from which that
person can be identified.
Please read this privacy policy carefully to understand our views and practices and your rights
regarding your personal data. By visiting any of the following listed domains/sites (‘our sites’) your
personal information will be processed as described in this policy:

https://nuclear-races.co.uk/
https://www.wild-forest.co.uk/
https://www.nuclearexperiencedays.co.uk/
This privacy policy is provided in a layered format so you can click through to the specific areas set
out below.
• Who are we?
• What information do we collect from you?
• Why do we collect this information?
• How long do we keep hold of your information?
• Who might we share your information with?
• How is your data stored and kept secure?
• What are your rights?
• How can you access information we hold about you?
• Changes to this Policy
• Cookies
• Contact Us

Who are we?
For the purpose of data protection legislation, the data controller in relation to any personal data we
hold about you is Nuclear Races Ltd, Great Myles, Ongar Road, Kelvedon Hatch, Brentwood, Essex,
CM15 0LB. [We are registered with the Information Commissioner’s Office (registration number[]).]
Questions, comments and requests regarding this privacy policy are welcomed and should be
addressed to, Nuclear Races Ltd, Great Myles, Ongar Road, Kelvedon Hatch, Brentwood, Essex,
CM15 0LB, or info@nuclear-races.co.uk, or you can call us on 01277366301.
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Who is this policy for?
This privacy policy applies to anyone whose personal data we collect and process (excluding our
prospective, current, and former workforce). This may include individuals in the categories below or
individuals who work for any organisations in the categories below:
•
•
•
•
•
•

participants, including Rookies (children aged 4-14);
Rookie parents/guardians;
spectators;
marshals;
customers; and
our suppliers.

It will also apply to you if you use any of our sites. Our sites are not intended for children and we do
not knowingly collect data directly from children through our sites.

What information do we collect from you?
Personal data, or personal information, means any information about an individual from which that
person can be identified.
We will collect and process the following data about you:
•

Information you give us. This is information about you that you give us by filling in
forms on our sites or by corresponding with us by phone, email or otherwise. The
information you give us may include your:
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

•

name;
gender;
date of birth;
address (billing and delivery);
email address;
phone number;
Medical Details
social media handles;
team name;
emergency contact information;
clothing sizes;
financial information, including bank account and payment card details;
marketing preferences;
any training done; and
how you heard about Nuclear Races.

Information we collect from your use of our site. With regard to each of your visits to
our site we will automatically collect the following information:
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•

technical information, such as the Internet protocol (IP) address used to connect your
device to the Internet, whereabouts you connected to our service, your internet
service provider (ISP), and what type of device you are using to access our service;

•

Information we collect throughout our relationship. This includes information
collected where you sign up to and participate in, or attend one of our events, and
may include:
•
•
•
•

the number of times you have entered a Nuclear event;
your race number;
your race results, including race time, finishing position, status (i.e.
finished/started); and
your photograph or video.

We also may collect your information at one of our events via body cam where you need to
be evacuated from the course for medical reasons.
•

Information we receive from other sources. We are working closely with other
organisations, including:
• insurance providers.

Special Category Data
Special category data includes data that reveals racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, as well as the processing of genetic data,
biometric data for the purpose of uniquely identifying a natural person, data concerning health or
data concerning a natural person’s sex life or sexual orientation.
The only special category data we will collect from you is data concerning your health. If you book to
participate in one of our events, we will ask you to provide us with details of any medical conditions
you have to ensure that you are eligible to take part in one of our events and that we are able to
provide you with appropriate support medical care during our events, where necessary. We may
also collect medical information where you are involved in an accident at one of our events. We will
do that on the basis of your consent or the protection of your vital interests.

Why do we collect this information?
We will only process your personal data where the law allows us to. We process your personal
information for the following purposes:
•

Pursuant to a contract in order to:
•

process information at your request to take steps to enter into a contract;
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• provide you with our products and services;
• process payments;
• make deliveries;
• maintain business and service continuity; and
• send service communications so that you receive a full and functional service
and so we can perform our obligations to you. These may be sent by email or
post or, if the circumstances require it, we may contact you by phone. These
may include booking and order confirmation emails, notifications about
changes to our service etc.
•

On the basis of your consent:
•

Where we rely on your consent for processing this will be brought to your
attention when the information is collected from you;

• We will only contact you with direct marketing communications if you consent
to us doing so and you have the right to withdraw consent at any time. See
the What are your rights? section below for more information.
•

In our legitimate interests of providing the best service and improving and growing
our business we will process your information in order to:
• provide you with a personalised service;
• improve our products and services;
• keep our site and systems safe and secure;
• understand our customer base and purchasing trends;
• defend against or exercise legal claims and investigate complaints;
• verify your identity and prevent fraud and forgery;
• understand the effectiveness of our marketing; and
•

we will carry out analytics to improve our products and services as set out
above.

You have the right to object to processing carried out for our legitimate interests.
See the What are your rights? section below for more information.
•

To comply with legal requirements relating to:
• the provision of products and services;
• data protection;
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• health and safety;
• anti-money laundering;
• fraud investigations;
• assisting law enforcement; and
• any other legal obligations placed on us from time to time.
Photographs and videos
Where you attend one of our events you may be appear in photographs and/or videos taken on the
day. After the events these will be available for you to download and share via our website. These
may also be uploaded to our social media sites for your viewing, used in promotional materials,
news articles, or for similar business purposes. We rely on the legal basis that it is in our legitimate
interests to provide you with a photo or a video of your event, and to enable us to market the event
to third parties. You have the right to ask us not to process your personal data where it is processed
on the basis of legitimate interests, provided that there are no compelling reasons for that
processing. See the What are your rights? section below for more information.
We may inform you of additional purposes for processing your information when that information is
collected from you.
Special category data
The purposes for which we will process your special category data are listed below:
• We will use information about your health to:
o to determine whether you are eligible to take part in our Races;
o to ensure that we are able to provide you with appropriate support medical care
during your Race, where necessary; or
o to defend against legal claims.

We may process your special category data in the following circumstances:
• where we have your explicit written consent;
• where it is in your vital interests; or
• to defend against legal claims.
• [Where we have a legal obligation to do so].
If we do ask for your explicit written consent, we will provide you with full details of the information
that we would like and the reason we need it, so that you can carefully consider whether you wish to
consent.
Less commonly, we may process this type of information where it is needed in relation to legal
claims, or where it is needed to protect your interests (or someone else’s interests) and you are not
capable of giving your consent.

Who might we share your information with?
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For the purposes set out in the ‘Why do we collect this information?’ section above, we will share
your personal information with the following categories of third parties, including:
•

suppliers and sub-contractors who we appoint to provide services such as providers of
our online booking system, online payment services, online e-commerce system,
marketing services, software, race timing solutions, delivery services, photo viewing
sites, and video hosting;

•

professional advisers including lawyers, bankers, auditors and insurers who provide
consultancy, banking, legal, insurance and accounting services;

•

analytics and search engine providers that assist us in the improvement and
optimisation of our site;

•

customer survey providers in order to receive feedback and improve our services;

•

HM Revenue & Customs, regulators and other authorities;

Additionally, we will disclose your personal information to the relevant third party:
•

In the event that we sell or buy any business or assets, in which case we will disclose
your personal data to the prospective seller or buyer of such business or assets.

•

If we are acquired by a third party, in which case personal data held by us about our
customers will be one of the transferred assets.

•

If we are under a duty to disclose or share your personal data in order to comply with
any legal obligation, or in order to enforce or apply our terms of use and other
agreements; or to protect the rights, property, or safety of our customers, our
regulator, or others. This includes exchanging information with other companies and
organisations for the purposes of fraud protection and prevention of money
laundering and credit risk reduction.

Links to third party sites
Our sites may, from time to time, contain links to and from the websites of our partner networks,
advertisers, affiliates and social networking pages. If you follow a link to any of these websites,
please note that they will have their own privacy policies and we do not accept any responsibility or
liability for these policies. Please check through these policies before you submit any personal data
to these websites.

International Transfers
We may transfer your data outside the European Economic Area ("EEA"). We will only do so if
adequate protection measures are in place in compliance with data protection legislation. We use
the following protection measures:
• transferring to Commission approved countries;
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• using Commission approved model contractual clauses; or
• requiring companies we transfer data to in the US to be signed up to certification e.g. Privacy
Shield.

How is your data stored and kept secure?
At Nuclear Races, we take your safety and security very seriously and we are committed to
protecting your personal and financial information. All information kept by us is stored on our secure
servers. Where we have given you (or where you have chosen) a password that enables you to
access certain parts of our sites, you are responsible for keeping this password confidential. We ask
you not to share a password with anyone.
Once we have received your information, we will use strict procedures and security features to try to
prevent unauthorised access.
If you provide us with your credit card information, the information is encrypted using secure socket
layer technology (SSL) and stored with a AES-256 encryption. Although no method of transmission
over the Internet or electronic storage is 100% secure, we follow all PCI-DSS requirements and
implement additional generally accepted industry standards.
More information is available by contacting us.

How long do we keep hold of your information?
We will only retain your personal data for as long as reasonably necessary to fulfil the purposes we
collected it for, including for the purposes of satisfying any legal, regulatory, tax, accounting or
reporting requirements. We may retain your personal data for a longer period in the event of a
complaint or if we reasonably believe there is a prospect of litigation in respect to our relationship
with you.
To determine the appropriate retention period for personal data, we consider the amount, nature
and sensitivity of the personal data, the potential risk of harm from unauthorised use or disclosure
of your personal data, the purposes for which we process your personal data and whether we can
achieve those purposes through other means, and the applicable legal, regulatory, tax, accounting or
other requirements.

What are your rights?
Where processing of your personal data is based on consent, you can withdraw that consent at any
time.
You have the following rights. You can exercise these rights at any time by contacting us at Nuclear
Races Ltd, Great Myles, Ongar Road, Kelvedon Hatch, Brentwood, Essex, CM15 0LB, or
info@nuclear-races.co.uk. You have the right:
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•

to ask us not to process your personal data for marketing purposes. We will inform you
(before collecting your data) if we intend to use your data for such purposes or if we intend
to disclose your information to any third party for such purposes;

•

to ask us not to process your personal data where it is processed on the basis of legitimate
interests provided that there are no compelling reasons for that processing;

•

to ask us not to process your personal data for scientific or historical research purposes,
where relevant, unless the processing is necessary in the public interest;

• to request from us access to personal information held about you;
• to ask for the information we hold about you to be rectified if it is inaccurate or incomplete;
•

to ask for data to be erased provided that the personal data is no longer necessary for the
purposes for which it was collected, you withdraw consent (if the legal basis for processing is
consent), you exercise your right to object, set out below, and there are no overriding
legitimate ground for processing, the data is unlawfully processed, the data needs to be
erased to comply with a legal obligation or the data is children’s data and was collected in
relation to an offer of information society services;

•

to ask for the processing of that information to be restricted if the accuracy of that data is
contested, the processing is unlawful, the personal data is no longer necessary for the
purposes for which it was collected or you exercise your right to object (pending verification
of whether there are legitimate grounds for processing); and

• to ask for data portability if the processing is carried out by automated means and the legal
basis for processing is consent or contract.
Should you have any issues, concerns or problems in relation to your data, please let us know by
contacting us using the contact details above. In the event that you are not satisfied with our
processing of your personal data, you have the right to lodge a complaint with the relevant
supervisory authority, which is the Information Commissioner’s Office (ICO) in the UK, at any time.
The ICO’s contact details are available here: https://ico.org.uk/concerns/.

What we ask of you
Keeping your information accurate and up to date – if your information changes for any reason, for
example you change your name or contact details, then you should inform us of the change as soon
as possible so that we can ensure your information is kept accurate and up to date. Please use the
contact details given in the Contact Us section below to let us know.
Personal data that you provide about another person – if you provide us with information about
another person, for example where you register another person for one of our events on their
behalf, or provide us about information about your emergency contact, you confirm that you have
informed them of our identity, the purposes for which their personal data will be processed (e.g. for
event registration or emergency contact purposes) and that you have obtained their permission to
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such processing.

Cookies

Cookies are small text files of letters and numbers that are placed and stored on your computer by
the websites you use. These files can be read by website servers and can be used to help identify you
when you return to a website.
They are widely used in order to make websites work, or work more efficiently, as well as to provide
information to the owners of the site, for example, remembering your preferences, recording what
you have put in your shopping basket, and counting the number of people looking at a website.
We use cookies and similar technology to distinguish you from other users of our site. This helps us
to provide you with a good experience when you use our site and also allows us to improve our site.
We use the following types of cookies:
o

Strictly necessary cookies: These are cookies that are required for the operation of our
website. They include, for example, cookies that enable you to log into secure areas of our
website.

o

Analytical/performance cookies: They allow us to recognise and count the number of
visitors and to see how visitors move around our website when they are using it. This helps
us to improve the way our website works, for example, by ensuring that users are finding
what they are looking for easily.

o

Functionality cookies: These are used to recognise you when you return to our website. This
enables us to personalise our content for you and remember your preferences.

o

Targeting cookies: These cookies record your visit to our website, the pages you have visited
and the links you have followed. We will use this information to make our website more
relevant to your interests.

You can find more information about the individual cookies we use and the purposes for which we
use them in the table below:

Nuclear Cookies:
Cookie name

Type

Purpose

Expires

_fbp

http cookie

Used by
Facebook to
advertise Nuclear
products

3 months
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gadwp_wg_default_dimension

http cookie

Used to collect
visitor statistics
for Google
Analytics. Data
collected is not
personal, but
only for used
browsers

30 days

gadwp_wg_default_metric

Session
cookie

Used to collect
visitor statistics
for Google
Analytics. Data
collected is not
personal, but
only for used
browsers

End of the
session

gadwp_wg_default_swmetric

Session
cookie

Used to collect
visitor statistics
for Google
Analytics. Data
collected is not
personal, but
only for used
browsers

End of session

wfvt_2875758506

Session
cookie

Used by Nuclear
Races to enhance
users experience

End of session

wordfence_verifiedHuman

Session

Used by
wordfence to
checks that the
user is human
and not a bot

End of session

Third Party Cookies:
Please note we allow third parties (including, for example, advertising networks and providers of
external services like web traffic analysis services) to use cookies on our website. We do not have
direct control over how these third parties use cookies. We have set out below the third party
cookies which we allow to be used on our website. Other cookies that may be used by third parties
are likely to be analytical/performance cookies or targeting cookies.
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Cookie name

Type

Purpose

Expires

_fbp

http cookie

Used by Facebook to
advertise Nuclear
products

3 months

AID

http cookie

Used by google
adsservices.com

30 days

_gat_newTracker

http cookie

Used by njuko.net to
track new users

End of the
session

_gid

http cookie

Used by google
30days
analytics to tracks user
as they navigate the site.

PHPSESSID

Session cookie

End of session

ARRAffinity

Session

Used by njuko.net to
reference a session no
user information is
stored
Used by to checks that
the user session ends

cookieconsent_status

Session

End of session

ASP.NET_SessionId

Session

Used by
awoladventure.com to
ensure cookie policy has
been accepted
Used by
awoladventure.com to
ensure the best access
to the users session on
the website

End of session

End of session

These cookies are stored independently by the third party in question and Nuclear Races has no
control over the cookies themselves.
If you wish to opt out of any of these cookies then please follow the links provided for information
on opting out or change your browser settings as explained below.
How do I change my cookie preferences?
Your consent is generally required for cookies to be placed on your computer and for the use and
storage of personal information relating to you provided by the cookies. If you do not disable them
but continue to use our site we will take this as your consent to the use of those cookies. You may
withdraw your consent at any time by updating your browser cookie settings.
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Where consent is not needed for cookies to be placed on your computer (for example, where a
cookie is needed for the operation of our website or for the provision of a service to you), the use
and storage of any personal information provided by the cookies will be based on legitimate
interests. The legitimate interests we are pursuing are the operation of our website and promotion
of our business.
Please be aware that if you decide to disable some or all cookies, you may not be able to access or
use parts or all of the features of our website and you will not receive a personalised service.
Cookies can be controlled by your web browser settings. Whether our cookies are used will depend
on your browser settings, so you are in control. All browsers allow you to reject and/or delete
cookies either one at a time or all at once. The procedure for this depends on the browser you use.
To find out more about cookies, including how to see what cookies have been set and how to
manage and delete them, please use the following links:
•
•
•
•

Internet Explorer cookies information
Chrome cookies information
Firefox cookies information
Safari cookies information

You may specifically opt-out of data being collected and used by Google Analytics by installing the
Google Analytics Opt-out Browser Add-on.
Please be aware that by blocking all cookies you may not be able to access or use all the features of
our website and you will not receive a personalised service.

Changes to our privacy policy
This policy may be updated from time to time. Please check back frequently to see any updates or
changes to our privacy policy.

Contact us
Questions, comments and requests regarding this privacy policy are welcomed and should be
addressed to Privacy Compliance Officer/PCO, Nuclear Races Ltd, Great Myles, Ongar Road,
Kelvedon Hatch, Brentwood, Essex, CM15 0LB, or info@nuclear-races.co.uk, or you can call us on
01277 366301.
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